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PRODUCT FOCUS
SDG_ABC: One Enterprise Product for Synthetic Data
SDG_ABC is [BANK NAME]’s enterprise product for synthetic data generation. It gives every team one self-service way to ask for, design, check and receive synthetic data, on the shared OpenShift (OCP) platform and under one set of controls. It is the product form of this paper’s reference architecture: bank-owned design and approval, generation engines such as NVIDIA NeMo Data Designer running inside the bank, and quality and privacy gates. Its goal is to cover most synthetic data use cases in one place, so that vendor tools can be retired in phases as SDG_ABC proves each use case (Figure 10).
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Figure 10.  SDG_ABC on a Page  —  every request follows the same governed path, whichever way the user comes in.
Table 12. What one central product gives each group
	Group
	What SDG_ABC gives them
	Steps

	Data consumers
	Self-service in Copilot, Teams or the web app; three modes; a preview first; a download link.
	1–4, 9–10

	Data owners and stewards
	Certify data contracts; sign off only on sensitive requests (low risk is approved automatically).
	2, 5, 10

	Privacy, risk and governance
	One set of policies, one audit trail and one quality and privacy scorecard for every job.
	5, 8

	Platform operations
	One shared, elastic platform with team quotas, in place of many separately run tools.
	6–7

	[BANK NAME] as a whole
	Certified blueprints reused across teams; usage, cost and quality tracked in one place.
	10



Table 13. Roadmap and the phased retirement of vendor tools
	Phase
	What is delivered
	Done when
	Vendor tools (recommended)

	1  Foundation
	Secure MVP: both ways in, Modes A–C, multi-table data, core gates, SSO and audit.
	Pilot teams serve themselves, with full audit.
	Keep in use; map each tool’s use cases to SDG_ABC.

	2  Scale and govern
	Quotas and autoscaling, approval engine, full fidelity and privacy gates, blueprint catalog, API.
	Several business units onboard and reuse blueprints.
	Run side by side; stop a tool for a use case once SDG_ABC passes the same gates.

	3  Optimise and extend
	Free text, time-series and event data; edge-case packs; AI that learns from feedback.
	Most target use cases are covered; self-service is the default.
	Retire the remaining tools at licence renewal; keep exceptions only for proven gaps.



No dates are set: each phase is usable on its own, and scope is reviewed at the end of each phase.   RECOMMENDATION 
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One self-service product for governed synthetic data, for every
SDG ABC team, on the shared OpenShift (OCP) platform Microsoft 365 Copilot / Teams (MCP)

Both sign in with Microsoft Entra ID; the user’s role decides what they can do
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BUILT ON THE BANK’'S PLATFORM

IDENTITY & EDGE DESIGN & Al STATE & DISPATCH GENERATION STORAGE OPERATIONS
Microsoft Entra ID ABCMETA metadata YugabyteDB (YSQL) NVIDIA NeMo Data Designer (library) StorageGRID S3 Vault - Splunk - Artifactory
Apigee - OpenShift Route Enterprise LLM - guardrails - Arize IBM MQ job queue + Faker - Mimesis - SDV plug-ins 30-day retention OpenShift (OCP) runs everything

% Recommended additions, to be confirmed in architecture review: Open Policy Agent (policy rules) - KEDA (autoscaling) - Kueue (team quotas) - SDMetrics (quality reports) - Copilot Studio agent (MCP) - Teams and email notifications - GitOps




